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Dear State Secretary Tursky,

Our two organisations want to highlight important shortcomings in the current trajectory
of the Al' Act and call on Austria to stand up for a future proof EU law that protects human
rights.

National Security exemption in the proposed EU Al Act

We welcome the Austrian government’s human and ethics focused approach to the regulation of Al
We especially support and further encourage the inclusion of civil society, the focus on risk prevention,
sovereignty, ,ethics by design”, ,privacy by design” and ,security by design” and a use of Al that benefits
all of society. However, to ensure this, we would like to express our serious concern with the current
EU Council position which would weaken human rights safeguards in the proposed EU Artificial
Intelligence Act (AIA). Given the potential human rights implications both within the EU and globally, we
call on the Austrian Government to continue the dialogue with legal and human rights experts to
review the Council's position on national security ahead of the start of trilogue negotiations.

Moreover, we would like to draw attention to three key aspects of the Austrian government's current Al
strategy — health, education and mobility.

At the EU Telecommunications Council on 6 December 2022, all EU Member States including Austria
agreed to adopt a General Approach on the AIA, which will form the basis for trilogue negotiations
later this year with the European Parliament. This General Approach notably amends the original
European Commission proposal and introduces a new blanket exemption for Al systems placed on the
market, put into service, or used for the purpose of “national security”.

Such a blanket exemption introduces a significant loophole that would automatically exempt certain Al
systems from scrutiny and limit the applicability of human rights safe guards. Many NGOs have
strongly opposed this exemption in Brussels'. Moreover, the UN Special Rapporteur on Human Rights
and Counter-Terrorism has explicitly called for the removal of the national security exclusions in the
AIA, warning of “a terrible precedent regionally and globally”. Polling carried out across 12 EU member
states has also shown that the use of Al for national security is an issue of serious public concern® and
investors have raised their own concerns, supporting the regulation of Al for national security”.
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As civil society has warned, a blanket exemption based on vague national security grounds will also
prevent

“effective public transparency about the use of high-risk systems in the areas which have
perhaps the most severe impact on fundamental rights”.”

Lack of transparency consequently denies people impacted by Al systems the right to challenge
potentially life-changing decisions and seek remedy and redress in case of harm and could violate
their right to a fair trial®.

We are not aware of any opposition raised in Council to the need for human rights safeguards in the
development of Al for national security in principle, or any questioning of the relevance of international
human rights law in this area. We understand that the proposed exemption has been agreed on by
Council due to concerns raised over EU competence on national security issues, although this is legally
disputed’ and requires detailed examination. EU case law has established that

“although it is for the Member States to define their essential security interests and to adopt
appropriate measures to ensure their internal and external security, the mere fact that a
national measure has been taken for the purpose of protecting national security cannot render
EU law inapplicable and exempt the Member States from their obligation to comply with that
law™,

We therefore call on the Austrian government to initiate a discussion to reconsider the
blanket national security exemption in the Council General Approach.

The other aspects concern the Austrian national Al strategy:

Firstly, the field of education is concerned. Especially children should have a safe space where they can
learn and develop their personality. “Predictive analytics” to help pupils learn,” however, can lead to
unwanted profiling with all its biases and potentially huge negative consequences. The issue lies in the
(in-)ability to give consent, in extensive collection and processing of highly sensitive personal data,
potential discrimination of individuals within and outside the learning environment by private or state
actors and security risks regarding hacking. Even if a child or parent consents, all the other risks
remain and later (career) wishes of the child could be influenced by these profiles — generated from
data collected during the most sensitive phase of personal development. We therefore ask to ban
predictive analytics in schools.

Secondly, the area of health must be treated very carefully. Even though Al might help practitioners or
improve diagnostics,'® people shall not be obliged to use health apps or wearables or provide health
data in other ways in order to have it analysed by Al. Everybody must have the simple choice to opt
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out of such a system without being discriminated against in the health system. Austria has
championed this approach with the ELGA opt-out and people expect the same good standard to be
uphold. Wherever possible, patient data must be processed anonymised or pseudonymised,
which is often not even the case in third party use (scientific access, EU Health Data Space,
etc.). Importantly, every patient must be protected from third parties that are not directly
involved in their treatment accessing the data and from potential security threats in case
this highly sensitive data is leaked etc.

Thirdly, precautions regarding Al & mobility need to be taken. This includes real-time analysis and on-
demand solutions for example of information on when and where passengers use which means of
transport. Merging vehicle-specific data with mobile phone data of passengers can lead to profiling as
well as automated decisions about how many people get on at different stops and which
recommendations for which vehicle is best suited to meet the individual's travel needs, and with this to
GDPR issues.'" The GDPR prohibits automated decisions based on profiling without consent. This is
why, we ask to prohibit the analysis of individual's travel behaviour.

We would be very happy to meet with you to discuss this important matter, or to provide further
information or clarification.

Yours sincerely,

Epicenter.works - for digital rights European Center for Not-for-Profit Law Stichting (ECNL)
Thomas Lohninger Vanja Skoric

Executive Director Program Director

Vienna, Austria The Hague, Netherlands
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