
Please Identify Yourself!

Thomas Lohninger (epicenter.works), Udbhav Tiwari (Mozilla)

37c3, Hamburg, 27. December 2023

Digital Identity Systems in the EU & around the world



1WHY & WHAT
Why these systems exist and how they work



















HolderIssuer Relying Parties
  

_____Authenticate 

  
Verify attributes 

  
_____Identify

  
Sign documents



Universal Infrastructure 

to identify, authenticate and verify attributes 


about legal and natural persons

 

vis-à-vis government and private sector 

 

online and offline.









2RISKS
What can go wrong 

















3ARE SAFEGUARDS ENOUGH?
Outcome of the EU reform



The Good







Right to Pseudonymity 









The Bad





Unobservability or Panopticon?

All user transactions run via one server/
blockchain infrastructure?

https://en.wikipedia.org/wiki/Panopticon



The Ugly











4WHAT’S NEXT?
World Domination™





Timetable EU 

June 2021: EC proposal


Dec 2022: Council general 
approach (🇨🇿 presidency)


March 2023: Plenary vote 1st 
reading


21. March 2023: Trilogue starts  
(🇸🇪 presidency)


2023: Trilogue ends  
(🇪🇸presidency)


7. Dec 2023: ITRE vote


6. Feb 2024: Plenary vote 2nd 
reading


~ Aug 2024: Implementing acts


~2026: obligation to offer Wallet





Chatkontrolle  
Stoppen!



dpi-safeguards.org



Timetable UN 
Unofficial circulation of draft


13 February consultation 1


1 March consultation 2


8 March written input


2 April 1st reading 


2 May 2nd reading 


16 May 3rd reading 


~May UN Civil Society 
conference (Nairobi, Kenya)


21 September 2024 Summit of 
the Future (Global Digital 
Compact) 



Axes of Resistance 
Strategic Litigation

Protest Hacking

Advocacy



support.epicenter.works


