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The clock is ticking: Five political decisions for a successful elDAS
ecosystem

The government, civil society and the business community view the introduction of the EUDI wallet
and the expansion of the eIDAS ecosystem from different perspectives — at the same time, there is
broad understanding in many areas that these developments have the potential to significantly shape
our digital society. In addition, as an interoperable interface, the EUDI wallet makes an essential
contribution to the implementation of the digital sovereignty goals of the EU and the German
government. For this ecosystem to be successful, it must offer added value for citizens/consumers,
public administrations and the economy. This added value comes from the number of public and
private sector credentials and acceptance points. The ecosystem must therefore be trustworthy, widely
accepted and the issuance and use of credentials must be simple.

Shaping the ecosystem is a social responsibility, and the elIDAS Regulation must be the sole basis for
regulating digital credentials and identities throughout Europe. This requires close cooperation
between politics, business and society — because only through an inclusive, practical approach can
the elIDAS ecosystem reach its full potential. There is interest among the population: 55% of citizens
would like to use their smartphone to identify themselves with their ID card in the future: The new
federal government faces the major challenge of setting the course for sustainable implementation in
the next 18 months, or by the end of 2026. Key decisions are needed to position Germany as a strong
player in the European identity ecosystem.
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In order to achieve this goal, clear political guidelines and close cooperation between all relevant
stakeholders are needed in addition to political will. Against this backdrop, we would like to formulate
five key demands that are essential for the success of the eIDAS ecosystem.

1) Increase digital literacy

Digital literacy is often only addressed in relation to end users, i.e. citizens. And indeed, these groups
must be taught content at their respective levels of knowledge. Digital wallets with their digital
credentials and the widespread use of digital ID cards (elD) and electronic driving licences must
become an integral part of everyday digital and analogue life, and people must be empowered to use
them independently and securely. But this cannot be achieved without modern legislation and forward-
looking administration: we therefore advocate building digital skills, particularly in the area of digital
identities and trust services, in ministries, supervisory authorities and administration — in other words,
throughout the entire state apparatus. The aim is to significantly raise awareness of the elDAS
ecosystem and the EUDI wallet, to make their functions understandable and to promote their
widespread use both within the administration and among citizens. A cautionary example is the
introduction of the electronic identity card (elD), which will only be used by 22% of citizens by 2024
We need a genuine transformation process — away from traditional ways of thinking and analogue
processes and towards a digital mindset. This also means putting the interests of citizens back at the
centre and recognising that, according to a Bitkom survey from 2025, 82% of Germans aged 16 and
over already use a smartphone

2) Strengthening trust

Digital identities and digital credentials must promote trust in the digital space and not reinforce
mistrust. It is therefore essential that the three key players — holders, issuers and relying parties — can
trust each other. This requires that everyone knows who everyone else is. Each player therefore
needs their own digital identity. The same applies to digital credentials. The authenticity of digital
credentials must be ensured. We therefore call for the widespread use of trust services such as
electronic seals, electronic signatures and other elDAS tools to enable digital verification of
authenticity and integrity. The eIDAS Regulation must be the sole basis for the regulation of digital
credentials and identities and serve as a binding reference in all national legislation relating to these
issues. The state should place a clear focus on the EUDI wallet, actively integrating existing,
functioning IT components and existing solutions in order to avoid unnecessary duplicate structures
and isolated solutions and to increase the efficiency and acceptance of digital administrative
applications.

3) Protect consumers

Trustworthy data is highly desirable. Consumers must therefore be protected against surveillance,
misuse and fraud. Effective protection is needed, ideally through technical measures that prevent
"over-identification" while ensuring low-bureaucracy integration into use cases. At the same time,
consumers must be empowered to decide who receives which evidence from the wallet and why. This
requires
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A smart consumer protection concept is needed that protects consumers while empowering them to
make their own decisions. We therefore call for consumer protection to be technically embedded in the
wallet — including through adequate identification and verification of relying parties, including access
rights — for a marketing concept to be developed to educate consumers about risks and the
trustworthy use of the wallet, and for data protection requirements to be consistently taken into
account. A central body should also ensure that the registration of relying parties complies with elIDAS
requirements. The principle of data minimisation must be observed when transferring data to relying
parties. In addition, users should be able to store a pseudonym in the wallet, which is selected as the
default setting. Sensitive ID data should only be shared with service providers on the basis of legal
requirements. We therefore advocate a clear distinction between use cases based on a legal
identification requirement and those where identification is based solely on the terms and conditions.
Optionally, the EUDI wallet should allow users to set their ID card with the elD function to require them
to pause and enter a PIN for (security) critical processes. This allows users to decide for themselves
whether they trust their smartphone or whether they want to provide additional haptic security for
certain processes by pausing the elD.

4) Utilise existing structures and make them more efficient

The development of an eIDAS ecosystem requires continuity. In politics, it is necessary to build on the
existing structures consisting of ministries and SPRIN-D, with vertical issues falling under the
responsibility of the Federal Ministry for Digitalisation and State Modernisation (BMDS) in future. We
call for a central point of contact who will also drive the issue forward within the ministry and inform
other departments that are indirectly involved. With regard to the dissemination and increasing
introduction of elDAS rules in the German digital environment, a central body is needed to take
responsibility for the organisation, monitoring and further development of the EUDI ecosystem. Under
the umbrella of the BMDS, topic-specific expert committees should be set up to regularly evaluate
which digital credentials are required by relying parties in different areas of application — with the aim
of designing them in line with requirements and efficiently developing the elDAS ecosystem. In
addition, future regulatory legislation should always undergo a digital check with the aim of
systematically considering the potential of the eIDAS ecosystem and actively integrating it where
possible. For example, the EUDI wallet may only be used for payment transactions if it has been
adequately taken into account in sector-specific regulations. This must consistently regulate both the
technical (security) requirements and the liability regime, ensuring a clear separation of responsibilities
between wallet providers and (financial) service providers in order to guarantee legal certainty and
stability in the financial sector.

5) Promote use cases

It has been known since 2010 that digital identities suffer from the chicken-and-egg problem and that
promoting use cases in public administration and the private sector is essential for their continued
success. However, as a first step, the EUDI wallet should focus on its core function — digital
identification and authentication, especially in the context of KYC processes. The BMDS should also
concentrate on a few key use cases as an additional service that could trigger a snowball effect. We
consider the following areas to be particularly important: the promotion of organisational identities (e.g.
European Business Wallet), the issuance of digital driving licences, digital travel documents, the
provision of organ donor cards as digital proof, a solution for anonymous or pseudonymous age
verification, and the combination of physical and digital university certificates and enrolment
certificates.



Early and broad involvement and acceptance by the relying parties is crucial for success.
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