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Dear Members of Parliament and the Council
Brussels, 06/17/2026

A Call to EU Co-Legislators: The Digital Euro as an Opportunity for European Privacy

I. A Real Opportunity

Digital payments are now part of everyday life for hundreds of millions of people. How they are
designed, who controls them, what data they generate, and who can access that data, is a question of
fundamental rights, not just of financial policy. The Digital Euro offers a rare opportunity to get this
right.

This is not a niche concern. In the ECB's own public consultation’, privacy ranked as the single most
important feature of a digital euro for 43% of respondents, ahead of security, cost, and cross-border
usability and this result held consistently across countries, demographics, and professional
backgrounds. The demand for a privacy-respecting digital payment option is real, documented, and
broad-based. The Digital Euro can meet that demand, but only if the right choices are made now.

The current debate about the Digital Euro’s privacy properties too often ignores the fact that the
status quo is where the biggest risks lie.

In early 2025, reports® that the chief prosecutor and several staff members of the International
Criminal Court lost access to his email account following US sanctions illustrated a broader problem:
critical digital infrastructure controlled by foreign companies can become subject to foreign political
decisions and foreign law at any moment, with no recourse for those affected. What happened with
email can happen with payments.

Everyday digital transactions are overwhelmingly processed by US-based companies such as Visa and
Mastercard. Under US law, including the CLOUD Act, these companies can be compelled by American
government authorities to disclose user data, with little to no recourse for individuals or regulators
outside the United States. At the same time, cash use continues to decline across Europe. People
increasingly rely on digital payments, but currently lack a widely available digital payment option that
offers meaningful privacy protections under European law.

A well-designed Digital Euro could help address this gap. But this will depend on the choices made
now.

Il. What Needs to Happen

1. Privacy by Design Must Be Technically Enforced

The current privacy framework for the Digital Euro still relies too heavily on institutional assurances
and policy commitments. Legal safeguards matter, but they are not sufficient if the technical
architecture does not enforce them in practice.

1 https://www.ecb.europa.eu/press/pr/date/2021/html/ecb.pr210414~ca3013c852.en.html

2 https://english.elpais.com/international/2025-12-28/the-complicated-life-of-francesca-albanese-a-rising-figure-in-italy-but-
barred-from-every-bank-by-trumps-sanctions.html, https://www.heise.de/en/news/Criminal-Court-Microsoft-s-email-block-a-
wake-up-call-for-digital-sovereignty-10387383.html
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Research, including work published by the Austrian National Bank?®, shows that privacy and auditability
are not mutually exclusive. Privacy-enhancing technologies already make it possible to protect routine
payments while enabling targeted disclosure mechanisms where legally necessary. Many of the
relevant technologies such as authenticated encryption, zero-knowledge proofs, threshold
cryptography, already exist and are deployed in other security-critical systems today.

The remaining challenge is no longer theoretical feasibility, but implementation, regulatory clarity, and
political commitment. The ECB and European legislators should ensure that privacy protections are
built directly into the architecture of the system before technical designs are finalised.

2. Clear Privacy Thresholds Are Necessary for a Cash-Like Digital Euro
If the Digital Euro is described as “cash-like”, this must have practical meaning.

We call for clearly defined privacy thresholds under which ordinary everyday payments can be made
with a degree of privacy comparable to cash. Routine low-risk transactions should not enable profiling,
behavioural analysis, or the retrospective reconstruction of payment histories.

Any disclosure or traceability requirements beyond such thresholds should be limited, proportionate,
and clearly defined in law. These protections should be enforced technically, not merely through
internal policies that may later change.

3. Transparency and Independent Review Are Essential

Because the Digital Euro will affect fundamental rights, its privacy guarantees should not depend on
trust alone. Independent experts, researchers, and civil society must be able to assess whether the
system'’s technical design actually delivers the level of privacy that is promised.

We therefore call for a high degree of transparency around the Digital Euro’s technical architecture,
including public documentation of core privacy and security mechanisms and the publication of the
full source code of all relevant components for independent review.” In addition, the Digital Euro must
be built on open standards that enable permission-less interoperability with all vendors and providers.
Only then can a European digital ecosystem around the new currency thrive that increases public
acceptance and technical compatibility across all devices and operating systems.

Transparency and independent scrutiny are necessary to ensure that privacy guarantees are credible
in practice.

4. The Right to Use Cash Must Be Preserved

The introduction of the Digital Euro must be accompanied by a legal right to use cash, as proposed by
the Commission®. Euro banknotes and coins are legal tender, enterprises must accept cash payments,
and Member States must ensure sufficient and effective access to cash. This also means no structural
incentives that make cash inaccessible in practice and no indirect pressure toward exclusively digital
payments

5. The EDPS Must Be Involved Early and Meaningfully

The Digital Euro Regulation foresees consultation with the European Data Protection Supervisor
regarding fraud detection and prevention mechanisms. We welcome this provision, but consultation
must be substantive rather than procedural.

3 https://www.oenb.at/Publikationen/Volkswirtschaft/Working-Papers.html, Working Paper 278, Privacy by design for public
digital money (Martin Summer)

4 https://www.ecb.europa.eu/euro/digital euro/how-it-works/html/index.en.html

5 https://edri.org/our-work/europes-digital-sovereignty-starts-with-open-source/

6 https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52023PC0369
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The EDPS should be involved early and continuously in decisions that affect privacy and fundamental
rights. Consultation after major architectural decisions have already been made is not sufficient.

6. Public Trust Requires Public Engagement

Public trust cannot be assumed. It must be built through transparency, credible safeguards, and open
communication.

There is significant misinformation surrounding the Digital Euro, alongside legitimate public concerns
about privacy and surveillance. European institutions should address these concerns directly through
clear communication about technical safeguards, transparent policymaking, and meaningful
engagement with civil society. Right now the ECB involvement of civil society in the rulebook creation
and other important discussions around the technical implementation excludes privacy or digital
rights NGOs completely. The Digital Euro could benefit from meaningful participation of these expert
voices and funding for groups working on issues of Digital Public Infrastructure in Europe.

I1l. What Is at Stake

If the Digital Euro is introduced without strong privacy protections and genuine public trust, the most
likely outcome is low adoption and a continuation of the status quo that this project was meant to
address. Dependence on foreign payment providers operating under foreign legal frameworks would
continue. Citizens would still lack a digital payment option that offers meaningful privacy protections.

A poorly designed Digital Euro could also undermine broader efforts toward digital independence and
weaken public trust in future European digital public infrastructure projects, handing critics a powerful
argument against initiatives of this kind for years to come.

Billions of euros in public investment, years of political momentum, and a rare alignment of technical
capability and political will would be wasted. Citizens deserve better than that and European
institutions are capable of better than that.

IV. An Offer of Continued Engagement

We are not opponents of the Digital Euro. We believe that a well-designed Digital Euro could be a
significant step towards better fundamental rights protection and financial sovereignty in Europe and
we have written this letter precisely because we want it to succeed. For that reason, we remain
available for continued dialogue with legislators, the ECB, the EDPS, and other relevant institutions.

The right choices are still available. We call on you to seize that opportunity.
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